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1	Decision/action requested
Approve this update as a normative text to be included in the living draft-CR for eNA security normative work [1]. 
2	References
[1]	Living document draft_S3-213707-r1
3	Rationale
Compatibility issues of the concluded solution in [1] with Rel15, Rel16, NRF and NF Producer, e.g., the impact of multiple subjects in the token on NRF and NFs and the need to specify the transporting two CCAs, are addressed in this proposal, and two related Editor’s Notes are removed accordingly.
The merged token is separated into two different tokens in this update. DCCF can check the validity of token as it can request the access token on behalf of consumer. DCCF checks the audience claim in the token as it knows the identity of the data producer. 
Also in this update, sending the CCA of data consumer has been removed. In the case that there is an SCP between DCCF and data producer, potentially two CCAs need to be sent to the NFp, i.e., consumer‘s CCA and DCCF's CCA, which is new and need-to-specify. Also, sending CCA_Nwdaf to data producers implicitly reduces the benefits of DCCF's existence, as DCCF must notify data producers for each data consumer. This solution relies on DCCF, which requests data from the producer on behalf of the consumer after verifying the consumer's authorization.

4	Detailed proposal

*** BEGIN CHANGES ***

[bookmark: _Hlk86265180]X.2	Authorization of NF Service Consumers for data access via DCCF
The detailed procedure for NF Service Consumer to receive data from Service Producers via DCCF is depicted in Figure X.2-1:




Figure X.2-1: Service Consumer Authorization to receive data from Service Producers via DCCF
1-3. NF Service Consumer shall send a request to the NRF to receive an access token to request services of DCCF. NRF after verifying shall generate access token and sends it to the NF Service Consumer.
4.	The NF Service Consumer initiates a NF service request to the DCCF which includes the access_token_nwdaf. The NF Service Consumer shall also generate a Client Credentials Assertion (CCA) token (CCA_NWDAF) as described in the clause 13.3.8 and include it in the request message in order to authenticate itself towards the NF Service Producers. 
NOTE: The procedure of NF Service Consumer (e.g. NWDAF) requesting the services provided by NF Service Producer via DCCF is defined in Clause 6.2.6.3 of TS 23.288[xx].
5.	The DCCF shall verify if the access_token_nwdaf is valid and executes the service.
6.	The DCCF determines the NF Service Producer(s) from where the data is to be collected (as specified in Clause 6.2.6.3.2 in TS 23.288[xx]).
NOTE: 	If the NF Service Consumer sends the NF Service Producer information (i.e. NF Service Producer type and Instance ID) along with the service request in Step 4, then DCCF does not determine the NF Service Producer, but requests an access token from the NRF using the NF Producer details sent by the NF Service Consumer (as described in Step 7.)
6a. The DCCF requests authorization of the NF Service Consumer from the NRF by invoking an Nnrf_AccessToken_Get Request including the information to identify the NF Service Producer, NF Service Consumer and the CCA_NWDAF provided by the NF Service Consumer. 
6b. The NRF determines whether the NF Service Consumer (e.g., NWDAF) is allowed to access the data. The NRF also verifies if the NF Service Consumer has authorized the DCCF to request an access token on its behalf by verifying the audience included in its CCA.
6c. Then the NRF sends an access token (access_token_dataconsumer) to the DCCF if the NF Service Consumer is authorized to receive the data from the specified NF Service Producer.
7.	In the case a new data consumer comes at a later stage to request the data, which is already being collected by DCCF, and then steps 7-12 can be skipped.
The DCCF sends a Nnrf_AccessToken_Get request to NRF including the information to identify the target NF (NF Service Producer) and, the source NF (DCCF, NF Service Consumer e.g. NWDAF) and the CCA_NWDAF provided by the NF Service Consumer.
8.	The NRF shall check whether the DCCF and the NF Service Consumer (e.g. NWDAF) areis allowed to access the service provided by the identified NF Service Producers. The NRF also verifies if the NF Service Consumer has authorized the DCCF to request an access token on its behalf by verifying the audience included in its CCA.
9.	The NRF after successful verification then generates and provides an access token to the DCCF as described in 3GPP TS 33.501.the clause 13.4.1.1.2, with additional access token claims, such that the subject of the access token claims maps to DCCF and NF Service Consumer (e.g.  NWDAF).
Editorial Note: Whether a single access token is required and the compatibility with Rel 15,16, NRF and NF Service Producer is FFS.
10.	The DCCF uses the access_token_dataproducer to requests service from the NF Service Producer. The request also consists of CCA_NWDAF, so that the NF Service Producer(s) authenticates the NF Service Consumer (e.g. NWDAF) and also implicitly verify that the NF service consumer has authorized DCCF to access services on its behalf.
Editorial Note: Whether having two CCA is required and if needed how to solve transferring two CCAs (when applicable) is FFS.
11.	The NF Service Producer(s) authenticate the NF Service Consumer and verify the access token as specified in the Clause 13.4.1.1.2, NF Service Producer(s) execute the service after successful verification.
12. The NF Service Producer(s) shall provide requested data to the DCCF.
13. The DCCF forwards the received data to the data consumer(s).
NOTE: In the case a new data consumer comes at a later stage to request the data, which is already being collected by DCCF, steps 1-10 apply. When the request is received by the NF Service Producer (i.e. the data producer), it authenticates the NF Service Consumer and verifies the access token provided along with the service request and sends to DCCF the access token verification response. DCCF based upon the response received, either updates the subscription info to include the new data consumer as well and sends the data to both the consumers (as specified in Clause 6.2.6.3.2 in TS 23.288[x]), or in the case of access token verification failure, the DCCF rejects the request received by the data consumer.
*** END CHANGES ***
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